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Virtual Patrol is a fully integrated incident tracking and response platform.  It is an extremely flexible 

solution that offers full analytics and operational insights combined with machine learning to create 

real-time anomaly detection, proactive notifications, and smart search capabilit ies across your entire 

deployment with one interface for connected devices.  

Suitable for both large, distributed enterprise installations and small deployments.  Virtual patrol is 

device agnostic, allowing clients to harness the full power of IoT and use countless sensors / devices 

to trigger a response. 

Incident Response is a set of pre-determined procedures following a trigger event.  The goal is to 

ensure that a certain action follows a certain trigger.

Automated Incident Response is crucial to ensure maximum efficiency and empower your team to 

prioritize higher-value triggers.  It enables your team to make smart decisions quickly and act on 

those decisions.   Standard operating procedures (SOP?s) are fully customizable based on any number 

of input parameters.

This user guide will cover the registration and set-up procedures as well as how to load devices and 

onboard customers.  We will guide you to customize your SOP's in order to maximize your effeciency 

and reduce response times.  We'll help you navigate the control room and show you how to use this 

platform for comprehensive reporting and analysis.

1.  INTRODUCTION
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2.  REGISTRATION /  LOGIN

Once you have signed on as a Virtual Patrol Client, we will create 

the first customer admin provider/user for your company.  You 

will receive a confirmation email from Virtual Patrol with a link 

that you may use to change your password.

Follow the link to the VP login page and use your username and 

new password to log in: 

 

 ht t ps:/ / cloud.vir t ualpat rol.io/ login 

3.  DEVICE SET-UP

By selecting the hamburger button in the top left corner of your Virtual Patrol screen, you can toggle 

between having the menu displayed on the screen or having it collapsed behind the button.
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3.  OUR DESIGN

3.1  Cam era Set -up

- Select the hamburger menu button and hover over 

Camera Setup with your mouse.

-   A sub-menu will open up, and you may select the 

camera option.

- Once the camera view opens up, select the Add 

Hikvision Cam era button in the top right hand corner 

of the screen.  

- The Add New Hikvision Cam era window will open as 

seen below.

- Proceed to capture the camera ID, Name and  Type.

- You may also select whether the camera is Act ive, Managed and/or available for Live View

- A list of you cameras will be available under the Camera menu now, as seen below.

- You will now be able to search for a specific camera by name or ID; or filter based on camera 

- By selecting the set t ings icon  for a specific camera, you'll be able to allocate a site to that 

camera.

- Select New Sit e, and add the Site Name and Address for that camera.  You will see a map 

preview of the location.

- Complete by selecting Add at the bottom.

- You will be directed back to the camera settings page.

- Please check the information you entered and

- Select Subm it  to associate that camera with its site.

Your camera sites will only be visible to your provider, 

and a list of your camera sites will be available in the 
Cam era Sit es sub-m enu.

Users will be able to see the cameras that are shared with 
them, but won't be able to edit the set-up information. 
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- Select Add Dahua NVR in the top right corner.

- Capture the camera-specific detail and select 

NEXT

- Follow the instructions to complete the camera 

set-up.  

- Similar to the Hikvision page, all your Dahua 

NVRs will be listed after set-up and you will be 

able to filter by serial number to look for a 

specific camera and add a site to each camera.

By selecting Dahua NVRs (Net work  Video Recorder ),  you can add a new Dahua NVRs to your profile.

IMPORTANT:  The Camera sites are used to determine distances between cameras.  This is important 

because operators/ responders will be able to see cameras that are nearby when an event is triggered 

by a specific camera or emergency button.

- Not if icat ion Groups allows you to select a group that will be notified via 

Telegram  when a report has been generated.

- By selecting the report row after it has been generated, you can see details 

and results of that report.

- Details and results of the report can also be found in the Telegram message 

that is sent to the notification groups.  

Adding a Tag to a camera allows you to group certain cameras together and filter your cameras based 

on their tags/groups.

3.2  But t on Set -up
Setting up a Button is very similar to setting up a 

camera.  

- Start by selecting the But t on  sub-menu under 

Incident  But t ons and adding a Button.

- Capture the Button ID, Owner Username and 

Carrier, as seen below. 



7

7

VIRTUAL PATROL USER GUIDE

- A list of Incident buttons are available in the Incident Button table.

- By selecting the Button row, you can edit the details of that Button.

- The But t on Event  Log lists all events.

- By selecting an event row, you will be able to see all details pertaining to that event as 

well as the gps location in map view.    

Fixed locations can be added for buttons that will always be at a certain address, if the MAC address is 

known.  

- Not if icat ion Groups allows you to select a group that will be notified via 

Telegram  when a report has been generated.

- By selecting the report row after it has been generated, you can see details 

and results of that report.

- Details and results of the report can also be found in the Telegram message 

that is sent to the notification groups.  

3.3  IoT Device Set -up

Virtual Patrol is device agnostic, meaning that it can be used for almost any IoT device.  Soon, you will 

be able to add and set-up generic IoT devices by following a similar set of steps to the ones detailed 

above for cameras and incident buttons.  
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4 .  NOTIFICATION GROUPS

Virtual Patrol integrates with various platforms, including Telegram, BuddyGuard, Aura and Listener.

- To set up a notification group, select the Not if icat ion Group sub-m enu  and select New 
Not if icat ion Group.

- A new window will appear.  Complete the 
details of the Notification Group you want to 
add.

- First, select the notifications platform you want 
to use.

- After selecting Telegram as a Notification 
Platform you will be required to add chat  ID's 
and Bot  ID's for your groups. (See next section 
on how to get your ChatID).

- You can choose to send a map with GPS 
location with your notification to that group.

- If you have different groups for receiving 
messages based on time of day, insert the 
ChatID for you Day group, Night  Group or 
24hr  group.  Notifications will only be sent to 
these groups during the specified times. 
Remember to set the times for when 
"night"starts and ends, based on shift changes, 
for example.

- You may also select a group that will only be notified in the event of a camera/button fai lure.
- Always send a t est  m essage before Submitting your notification to ensure everything is 

working as it should.   Do this by selecting Send Test Message in the bottom left hand corner of 
the window.

- All Notification groups will be listed in the table where you can search or filter by Name, chat ID 
or Bot ID.
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- Select Add New Provider  Adm in  in the top 

right corner.

- Proceed to complete the information for the 

new admin.

- Admin type can be selected.  Either Manager  or 

Operat or .

- Operators have limited permissions and will be 

assigned to a call center.

- They will be able to see events from customers 

associated with that call center or multiple call 

centers from the Cont rol Room  View. 

- Managers can create other others / operators. 

- The user will receive an email with a link to 

register on VP. 

 

5 .  CREATING ADDITIONAL  PROVIDER 
ADM INS

Your first provider admin profile will be created for you by Virtual Patrol.  Thereafter, you can create 

additional provider admins by selecting the Provider  Adm ins tab in the navigation menu. 

Once you're in the Provider Administrators window, you'll see a table with all provider admins 

associated with your profile along with their admin type. 

How t o get  your  Telegram  Not if icat ion Group's Bot ID and Chat ID:

1- Add the bot to the group.
Go to the group, click on group name, click on Add members, in the search box search for your bot 
like this: @my_bot, select your bot and click add.

2- Send a dummy message to the bot.
You can use this example:/my_id @my_bot

3- Go to following url:https://api.telegram.org/botXXX:YYYY/getUpdates
replace XXX:YYYY with your bot token

4- Look for "chat" :{" id" :-zzzzzzzzzz,
-zzzzzzzzzz is your chat id (with the negative sign).

5-Testing:You can test sending a message to the group with a curl:

curl -X POST "https://api.telegram.org/botXXX:YYYY/sendMessage" -d 

"chat_id=-zzzzzzzzzz&text=my sample text" 
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6 .  CREATING AND ASSIGNING CALL 
CENTERS
Select the Call Center tab in the Navigation Menu to see a table with call centers associated with your 

company profile.

- To add a new call center, select the Add Call Cent er  Button in the top right corner of the screen.

- When adding a new call center you can choose 

to make it the default call center.

- Complete the call Center information and 

assign the operat ors that needs to be 

associated with this call center.

- You can also assign the correct Not if icat ions 

Group to this call center. Note: Save the call 

center first before selecting Manage 

Not if icat ions from this view- this will close your 

current window. 

7 .  ON-BOARDING CUSTOM ERS

Start by selecting the Customers tab in 

the Navigation menu.

- Select Add Cust om er  in the top 

right corner.

- Complete the customer details in 

the window that opens.

- Note: There are 4 sections to 

complete per customer.

- Save the customer.

- A list of customers will be visible 

in the Customers tab, you can 

edit the details by selecting the 

correct row, 
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8 .  ADDING VEHICLES OF INTEREST
If you have LPR (License Plat e Recognit ion ) cameras in your system, you may add vehicles of 
interest by selecting Vehicles of Interest from the navigation menu and clicking the top right button, 
Add Vehicle of  Int erest .

- Start by adding the vehicle 
information and Alert level.

- Add any notes that might be relevant.
- Save the vehicle.
- All vehicles of Interest will be listed in 

this view.   You can f i l t er  by num ber  
plat e or  aler t  level. 

- You can edit a vehicle of interest by 
selecting the applicable row. 

Not e:  This feature is only available if you have LPR cameras.
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9 .  STANDARD OPERATING PROCEDURES

Virtual Patrol offers a initial, default SOP for all device triggers.  When looking at the Event  Queue in 
the Cont rol Room  window, you'll find a list of events that are in the queue to be assigned to an 
operator.

Each event displays the  following details:

- Type of event, 
- the Tim e it was triggered,
- Event  st at us, 
- the agent  to whom it has been assigned and 
- the t im e for which that event has been in the queue.

The operator on duty will assign an event to himself/herself by clicking on the row.
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Once an event has been selected, a detailed view will open and the operator/agent will have the 
option to 

 Escalat e or  De-Escalat e t he event .

- Escalat ing an event  means that something suspicious was observed and based on that, the 
reason for escalating can be selected from a drop-down list.  

- Each option is associated with a different SOP.  
- After selecting the reason for escalating the event, the operator can click on the St andard 

operat ing procedure tab for instructions on how to manage this event.  Each step has a tick 
box for the agent to mark once that step has been completed.  

- De-Escalat ing an event  means that the operator looked at the event and no threat was 
detected.   A reason for de-escalating can be selected from the drop down list.  By de-escalating 
an event, the event will be closed.

The St andard Operat ing Procedures can be cust om ized based on t he Provider 's own procedures, 
or  for  specif ic cl ient s/ cam eras.  
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9.1  Default  SOP

The default SOP can be found in the St andard Operat ing Procedure tab in the navigation menu.  
There will be at least one SOP loaded already-this is the default SOP.  This is intended to be a global, 
catch-all, SOP, across all device types.  The detailed procedures associated with this SOP opens up 
when the row is selected.  Each SOP has three main sections.   

  1.  Devices and Groups

  In the first section you can review the: 

- Description
- Association Level, and
- Device Types

  2.  Escalat ion Opt ions

- Here, all escalation options are listed 
along with the associated procedure 
to be followed when this this event 
occurs.

- The Notification groups are also 
available in this section.

  3.  De-escalat ion Opt ions

- Similar to the escalation options, 
- the reasons for de-escalating an event 

can be reviewed here. 
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9.2  Cust om izing SOP's

There are two ways in which you can customize your standard operating procedures.  

Opt ion 1-Creat e a new SOP

You can select the Add St andard Operat ing Procedure button in the top right hand corner of the 
screen and complete the details, escalation and de-escalation options required for this SOP.

Opt ion 2-Duplicat e SOP

The third option is to duplicate an existing SOP and edit the details.  This saves time spent re-capturing 
data that will be the same as an existing SOP.  To do this, select the existing SOP row and click the 
Duplicat e SOP button and update the description and details specific to that SOP.

We do not  recom m end edit ing t he default  SOP.

Each SOP needs to be allocated a level .  This level refers to how fine the level of control is.  For 
example, Level 1 is a global, catch-all SOP across all device types.  Level 2 might be an SOP to be 
followed for a specific device type, like cameras.  Level 3 can be a specialized SOP only for cameras in 
a specific area, or street.  The lower levels will act as a catch-all plan whereas you can have a finer level 
of control in the higher levels.

If a high level SOP does not apply to an event/trigger, that event will fall though to the next lower level 
SOP.

Once you have customized your SOP's, you will be able to go to a specific device, for example, specific 
camera, and view the SOP that will be followed for this specific camera.
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10.  CONTROL ROOM  NAVIGATION

Operators will mainly use the Control Room to view, assign, 
escalate/de-escalate events.  Select the Cont rol Room  from the navigation 
menu.  The event queue will be visible to the operator and he/she will only 
be able to view events allocated to this provider.  Once an operator selects 
an event, it will automatically be assigned to that operator.

Selecting an event opens up a detailed view of that event.  The Operator can now view the event, 
location on a map, notes and customer details associated with this event.   Based on what the 
operator sees, they will decide to escalate or de-escalate the event and follow the SOP, as explained 
previously. 
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- The operator can also select More Views in order to view 
nearby cam eras, recent  event s or  download a 15 sec 
video of the event.

- The Operator can also m ake a Not e or go back to the 
event  queue.

- The St at us and act ivit ies but t on allows you to view the 
event status as well as an activity log.

- Not es will display all notes that apply to this event.
- Owner  det ails will display details captured for the owner 

of this device linked to this event.
- The SOP steps taken by the operator will appear in the 

event log once they have been completed.  

 

11.  PULLING REPORTS

Navigate to the Event  Repor t s page in the navigation menu.  You'll need to schedule reports before 
any reports will be visible in this view.

- To run an immediate report, click the Run 
Repor t  Now but t on , or

- Select the Schedule Repor t  but t on  in 
the top right hand corner of the page.

- A menu will open for you to schedule a 
report.

- The report can be once-of f  or daily
- You may select a t im e and st ar t  dat e for 

the report.
- Select Save.
- In the scheduled report view, you may 

select a report by clicking on the row to 
edit  or  disable the report.

- If a report has run already, some fields 
may be locked.

11.1  Event  Repor t s
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Select a report that has been 
generated to open a detailed view 
of the results of that report. 

- Report details,
- Event Analytics, and
- Events per device statistics 

and details will be available 
for each report.

11.2  Cam era Repor t s

The Cam era Repor t  sub-menu item opens up a new 

window.

- Scheduled repor t s lists all reports that have 

been scheduled, but have not been generated 

yet.

- In the Cam era Repor t  t able is a list of all 

reports that have been generated. 

- By clicking on the Schedule Repor t  but t on , 

top right, you can create a schedule for 

running a report.  

- Select a nam e for the schedule.

- Select a st ar t  dat e and t im e.

- The report schedule can be once-of f  or  daily.

- You can also disable this schedule when it is 

no longer required.

- Select a schedule row to edit its details.
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Get in Touch

www.virtualpatrol.io

Business Development: 

emil@supersys.io

Toggle between the

- Dashboard-this provides a 
quick summary of the total 
number of events for that day,  
Devices that have gone offline, 
high-alarm devices, etc. 

- Cam eras- Choose to view all 
devices or filter based on 
description or tags.

- Live view -View all devices live 
or filter.

- Event  log- provides a list of 
events for review.

The Dashboard gives you a quick single-glance update of your devices.

 

12.  EXPLAINING THE DASHBOARD

The But t on Repor t  sub-menu item opens up a new window.

- Scheduled repor t s lists all reports that have been scheduled, but have not been generated yet.

- In the But t on Repor t  t able is a list of all reports that have been generated. 

- By clicking on the Schedule Repor t  but t on , top right, you can create a schedule for running a 

report.  

- Select a nam e for the schedule.

- Select a st ar t  dat e and t im e.

- The report schedule can be once-of f  or  daily.

- You can also disable this schedule when it is no longer required.

Select a schedule row to edit its details.

11.3  But t on Repor t s
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